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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

In exceptional circumstances, the joint technical committee may propose the publication of a Technical Report 
of one of the following types: 

— type 1, when the required support cannot be obtained for the publication of an International Standard, 
despite repeated efforts; 

— type 2, when the subject is still under technical development or where for any other reason there is the 
future but not immediate possibility of an agreement on an International Standard; 

— type 3, when the joint technical committee has collected data of a different kind from that which is 
normally published as an International Standard (“state of the art”, for example). 

Technical Reports of types 1 and 2 are subject to review within three years of publication, to decide whether 
they can be transformed into International Standards. Technical Reports of type 3 do not necessarily have to 
be reviewed until the data they provide are considered to be no longer valid or useful. 

ISO/IEC TR 18044, which is a Technical Report of type 3, was prepared by Joint Technical Committee 
ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques. 
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Introduction 

No typical information security policies or safeguards will guarantee total protection of information, information 
systems, services or networks. After safeguards have been implemented, residual weaknesses are likely to remain that 
may make information security ineffective and thus information security incidents possible, potentially with both direct 
and indirect adverse impacts on an organization’s business operations. Further, inevitably new previously unidentified 
threats will occur. Insufficient preparation by an organization to deal with such incidents will make any actual response 
less effective, and potentially increase the degree of potential adverse business impact. Therefore it is essential for any 
organization that is serious about information security to have a structured and planned approach to: 
 
• detect, report and assess information security incidents,  
 
• respond to information security incidents, including by the activation of appropriate safeguards for the prevention and  

reduction of, and recovery from, impacts (for example in the support and business continuity planning areas), 
 
• learn from information security incidents, institute preventive safeguards, and, over time, make improvements to the 

overall approach to information security incident management. 
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Information technology — Security techniques — Information 
security incident management 

1 Scope 
This Type 3 Technical Report (TR) provides advice and guidance on information security incident management for 
information security managers, and information system, service and network managers. 
 
This TR contains 11 clauses and is organized in the following manner. Clause 1 describes the scope and is followed by a 
list of references in Clause 2 and terms and definitions in Clause 3. Clause 4 provides some background to information 
security incident management, and that is followed by a summary of the benefits and key issues in Clause 5. Examples of 
information security incidents and their causes are then provided in Clause 6. The planning and preparation for 
information security incident management, including document production, is then described in Clause 7. The 
operational use of the information security incident management scheme is described in Clause 8. The review phase of 
information security management, including the identification of lessons learnt and improvements to security and the 
information security incident management scheme, is described in Clause 9. The improvement phase, i.e. making 
identified improvements to security and the information security incident management scheme, is described in Clause 10. 
Finally, the TR concludes with a short summary in Clause 11. Annex A contains example information security event and 
incident report forms, and Annex B contains some example outline guidelines for assessing the adverse consequences of 
information security incidents, for inclusion in the reporting forms. The Annexes are followed by the Bibliography. 

2 Normative References 
The following referenced documents are indispensable for the application of this document. For dated references, only 
the edition cited applies. For undated references, the latest edition of the referenced document (including any 
amendments) applies. 

ISO/IEC 13335-1:2004, IT security techniques — Management of information and communications technology 
security — Part 1: Concepts and models for information and communications technology security management 

ISO/IEC 17799:2000, Information technology — Code of practice for information security management 

3 Terms and Definitions 
For the purposes of this document the terms and definitions given in ISO/IEC 13335-1, ISO/IEC 17799 and the following 
apply. 

3.1 Business continuity planning 
Business continuity planning is the process to ensure that recovery of operations will be assured should any unexpected 
or unwanted incident occur that is capable of negatively impacting the continuity of essential business functions and 
supporting elements.  The process should also ensure that recovery is achieved in the required priorities and timescales, 
and subsequently all business functions and supporting elements will be recovered back to normal. 
 
The key elements of this process need to ensure that the necessary plans and facilities are put in place, and tested, and 
that they encompass information, business processes, information systems and services, voice and data communications, 
people and physical facilities. 
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